
Content

Course Code Course Name Semester Theory Practice Lab Credit ECTS

INF 623 Computer Security 1 3 0 0 3 8

Prerequisites

Admission Requirements

Language of Instruction English

Course Type Elective

Course Level Doctoral Degree

Objective A significant portion of computer security topics relates to security issues in computer networks. This

course provides an introduction and roadmap for students who wish to delve deeper into these topics.

Content This course will cover topics such as the working principles of DHCP, the misuse of DHCP packets through

broadcast storming attacks, the working principles of the DNS system, security issues related to the DNS

system, network setup and security preferences, an introduction to email servers and Active Directory,

and the impact of Layer 7 and user-level choices and behaviors on security.
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Theory Topics

Week Weekly Contents

1 How a DHCP System Works?

2 Misuse of DHCP Packets and Broadcast Storming Attacks
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3 How the DNS System Works?

4 Network Setup and Network Topologies

5 Introduction to Network Management Principles I

6 Introduction to Network Management Principles II

7 Introduction to Network Management Principles III

8 Introduction to Email Servers

9 Active Directory

10 7th Layer of Security I

11 7th Layer of Security II

12 User Behavior and Limitations I

13 User Behavior and Limitations II

14 Network Management Principles

Week Weekly Contents
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